A Reporton

Emergency
Communications and
Their Utilization

This survey was conducted to address the requirements in Sena
Bill 1 (87th Legislature) that were incorporatietio Rider X, page 1ll
262, the General Appropriations Act (87th Legislature).

Thesurveycoveredcalendar years 2012021

The{ G4 4§ S ! dzRdoitadBz528efifed addreceived

: : Y | 1,032 responses.
Lisa R. ColliecPA, CFé,. CIDA
StateAuditor |

This survey on emergency communications collected informatioroémet f Background p. 4
feedback fromTexaq1) counties, (2) municipalities, (3) independent school 1 Objective| p. 74

districts, (4) special purpose districts, (5) other local government entities, and
(6) utility providers. The survey addressed the following topics related to the
emergencymanagement communications: Thissurveywas conductedn

w CKS SyYGAGASAQ OdzNNB ysapdkiies NE Sy 0@ 2accordance witiRider X, page il -
262, the General Appropriations

w The actual usage of emergency communications by local governmen Act (87th Legislature)
entities and utility providerérom January 1, 2017, through December
31, 2021

w Gaps in emergenayommunicatiors capacity

Survey respondents indicated that equipment upgrades, infrastructure improvements, and additional funding
would help improve emergency communication with their constituents {Setity Feedbackn Pagel?).
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EMERGENCY COMMUNICATI HURRICANE HARV

This chapter summarizes ti
NBadzZ Ga | 062dz
emergency communicatior
capabilities, methods, and ga
in that communication. Overal
respondents were located in 2!
counties across thetate.

This chapter summarizes the k
adz2NBSe NBaLkryas
= < emergency communication usa
* . .
during Hurricane Harvey. Over:
207 entities responded that &y
- issued emergency communicatir
during Hurricane Harve'

Chapter .6 Chapter2 | p. 21

For more information about thistudy, contact the Audit Manager
Hillary Eckfed, or Lisa Collie State Auditorat 5129369500 October2022| Report No 23-007
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/ HURRICANE IMELI

This chapter summarizes the k
survey responses related

wy SydAdAaSa
. communication usage durir
Ly Hurricane Imelda. Overall, 1(

7

entities responded that the
issued emergenc
communications during Hurricar
Imelda.

3

Chapter3| p. 37
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/ WINTER STORM L

This chapter summarizes the k
adzNSe NBadzZ Ga
emergency communication usa
during Winter Storm Uri. Overa
529 entities responded that the
issued emergenc
communication during Winte
Storm Uri.

Chapter4 | p. 52

-
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Chapter 5 summarizes key survey res
NSt GSR G2 Sy
communication usage duringpé other three
emergencies named in Rider Fhe surve
did notreceivea significantnumber
responsedor these three emergencie

The Intercontinental Teninals Compan

OTHER EMERGENC

Odessa Shootingp. 69

The Texas Petrochemicals Group Port NeletedFire| p.72

Deer Park Firep.70

Swplemental Report

For he full comprehensive survey datseeA Supplemental Report on
Emergency Communications and Their Utiliza#ioi G KS {GF S ! dzZRA (2 ND 3

website (SAO Report No. 2Z83) and an interactive dashboaiat
https://sao.texas.gov/Reports/DataVisualizationst@87Interactive.html
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Background Information

Survey Information

SurveysCompleted Auditorscontacted 8,62&ntities throughout Texasgia
email or a postcard (with a link/QR code) to ask them to complete an online
survey related to emergency communicatioAsiditors received 1,032
respanses (sed-igurel for a breakdown of the responses).

Figurel

Surveys Completed

Entity Type Total Responses Entities Surveyedl ResponseRate
Counties 52 254 20.5%
Municipalities 131 1,040 12.6%
Independentschool districts 336 1,210 27.8%
Specialpurposedistricts 323 2,051 15.7%
Utilities 190 4,073 4.7%

Totals 1,032 8,628 12.0%

aSurveys were sentia email to 4,737 entitiesa(l counties, municipalities, independent school districts, special
purpose districts, and some utility provide@rBostcardsvere sent to 3,891 electric utility providers that lacked
email addresses and to all public water systems identified.

b Of these 4073 surveys, 182 were sent via email (27 received; 14.8 percent response rate), and 3,891 were
postcard (163 received; 4.2 percent response rate).

SurveysAnalysis and PresentatiorBecausehe survey was sent to a variety of
different entities, those entities mightsedifferent terminology for similar
things.For example:

w Countiesanddzy A OALJ f AGASE YAIKG LINBLI NS &SYSNH
LI I yaé 2N GSYSNASY 0K SrRidadhdehtischdbly & LI | y a
districtsmight LINS LJ- NJhazérd/etuergeicy operations plafis

w The different entities have differentays to refer tahe people in their
jurisdictiors:

o Counties and municipalities have constituents.
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o Independent school districtsave students, parents, and staff.
o Utilities have customers.

Those terms were customized the online surveyo each entity type. Fathe

NEB | ReSdgIsavell as for consistency, this repuwiitl generally refer to

GSYSNESYOe YIylIaSYBgd:Sylt 8y a8y RIKDAZAKGAY RA S
entities may have received a questiaith other terms
For some questions for which there were
differences in how the types of entities handled an Entity Types

emergency situation, the different entity types will Special purpose districtprovide a variety
be denoted by the following colorddbels of services including water conservation,

toll roads, hospitals, libraries, utilitieand
fire control effats.

Counties

Utilities for this report refers to:
Independentschooldistricts 1 Public water systems,
1 Gas dstribution utilities, and

Municipalities i Electric utilities, including investor
owned providers, transmission and
distribution providers, municipality

Speciapurposedistricts (see text box) owned providers, and cooperatives.

Source: The Office of the Comptroller of Public
i Accounts, the Railroad Commission, the
Utilities (see text box) Commission on Environmental Quality, and the
Public Utility Commissioof Texas.

In addition, the specific questiorisr the six
disasters discussed in this report are denoted by
the following colors:

f f
HURRICANE HARVEY HURRICANE IMELDA WINTER STORM URI
Chapter2, p. 21 Chapter3, p.37 Chapter4, p.52

4 4
ODESSA SHOOTING INTERCONTINENTAL VBRALS TEXAS PETROCHEMIGRROUF
Chapter 5 p.69 COMPANY DEER PARREFI PORT NECHES PLANREFI

Chapter 5p.70 Chapter 5p.72
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Chapter 1
Emergency Communications

Thischapter summarizes survey responses reldtethe following topics:

il
T
T
)l
)l

Emergency management planning.
Communication methods.

Gaps in communication
Disastercommunicationsluring2017 through 2021.

Entity feedback.

This chapter presents a snapshotselected results.

Overall, 1032 entities responded to the survey. ThoseFigure2

respondents, represented in the mapHgure2, were
located in 27 counties across the stat€éhe county
with the most respondents wadarris County, with 97
responses.

Therespondentsconsisted of

1

T
il
il
il

52 counties

336independent schoatlistricts
131 municipalities

323special purpose districiand

190utilities.

Survey Respondents

| A Report on Emergency Conmuations and Their Utilizatioh 23-007 October 2022
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Emergency Management Planning

Does your entity have a documented emergency

management plan that includes information about how to

communicate with constituents in the event of an emergency?
Figure3

742
0 = ©
]

Yes No
If no, how does your entity plan for
If yes, what types of emergencies does your emergency LRSI T e evEn ol AT
management plan cover? emergency?

Severe Weather Events I 621
Fire I 570
Public Health Emergency G 546 Direct communication with _ =
Extended Utility Outages I 427 T T
Hazardous Spills S 454
Active Shooter IEEEEEEEEGEEENENNNN 429
Hurricane/Tropical Weather Events NN 401
Citerattacks | EE— o51 They rely on other entities
Drought I 524 for communication _ >t
Public Safety or Civil Unrest I 297

Transportation Infrastructure  EEET— 260

Note: TheSevere Weather Eventategoryincludes winter storms, flash flood
watches/warnings, and tornado watches/warnings. Transportation Infrastructure includes it
such as road closures.

AsFigure3 shows 84 percent of the respondents had a documented
emergency management plan, with the most common types of emergencies
included in thoselans being (13evereweatherevents, (2¥ire, and (3)public
health emergencies.

Entities that did not have a plan indicated they communicated directly with
constituents (53 percentr relied on other entities (41 percent) for that
communicationt

! Theremaining 6 percent of respondents that did not have a documented communications
plan did not provide additional information.

| A Report on Emergency Communications and Their Utilizatk3007 October 2022
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Of the respondents to the question presentedHigure3:

- o Emergency Management Planning
98 percentof countiesthat responded indicated they had
a document(_ad_ gmergency management plan, for whlch Management published thetate of Texas
the Texas Division of Emergency Management publishes Emergency Management Basic Plan
resources (see text box). emergency support function annexes, an

alLocal Emergency Management Plannin

. —— Guideto assist local governments with
98 percentof independent school districtthat responded  emergency planning.

The Texas Division of Emergency

indicated they had a dgcumenteq emergency Texas Education Code, Sect@h108

management plan, which is required by the Texas required independent school districts to

Education Code (see text box). have multihazard emergency operations
plans.

SourcesTexas Division of Emergency

Special purpose districtiat responded were least likely Management and the Texas Education Code

to have a documented emergency management plan witl
56 percent indicating they had a documented plan.

Communication Methods

What emergency communication method(s) does your entity
use to communicate with constituents?
Figured

Most Used:

9 <
74% 12%  71%  65%

Social Media Entity Website SMS/Text Email

L east Used:

17% 12% 10% 7%

Digital Signage = Emergency Alert = Weather Radio Amateur Radio
System (IPAWS)

| A Report on Emergency Communications and Their Utilizatk3007 October 2022
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While most entity types used the common communication methods presented
in Figure4, some entities used other methods as well. Specifically:

Countiesc While it was one of the leastsed method
selected overall, aEmergency Alert System Wfireless
Emergency Alerts (IPAW&As used by 60 percent of
counties that respondesee text box).

Independent schodllistricts¢ While also not commonly
used by otheentities, other web-based appsvere usedo
communicate with constituentby 35 percent of school
districts that responded

Utilities ¢ Of the utilities thatresponded, 29 percent
indicated they used physal signagéo communicate with
constituents

Which of your emergency communication

Emergency Alert System (IPAWS)

Thelntegrated Public Alerand
Warning SysteniiPAWSijs the
Federal Emergency Management

I 3 S § GEMA national systenthat
local entities can use to alert their
constituentsthrough mobile phones
using Wireless Emergency Alerts,
throughradio and television via the
Emergency Alert System, and on the
National Oceanic and Atmospheric
Administrations Weather Radio.

SourceFEMA.

methods measure the percentage of constituents reached?

Figureb

Most Likely to Measure:

=D . =
\ 5

79% "79%  65%

Mass Communication Mass Communication SMS/Text

Landline Cellular

Least Likely to Measure:

19% 16% 15%

Amateur Radio Weather Radio Digital Signage

| A Report on Emergency Communications and Their Utilizatk3007 October 2022
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Figure6

Does your entity use an emergency notification system or tools 2 to
communicate with constituents?

Response Number of Responses Percent
YesP 616 69%
No 271 31%
Total Responses 887 100%

aEmergency natification systems or tools are hardware or softwlzeieprovide mechanisms, such as means
of communication, to help manage emergency situations.

b The most common tools noted in the responses were School Messenger (73), Blackboard (55), Code F
Remind (41), Apptegy (25), Everbridge (24), Skywa&) Raptor (17), Reverse 911 (13), Offcinco (12), and
Parent Square (11). The remaining systems or tools received less than 10 responses each.

Independent school districtwere the entity type most likely to have an
emergency management system or t@g8R percent)

Countieswere the seconemost-likely entity type to have an emergency
notification system or tool84 perceny).

Does your entity have a backup process in place if your
emergency notification system or tools are inoperable (for
example, if cell towers are inoperable, power is out for an
extended period, internet service is unavailable, etc.) ?

Figure7

299,
No

| A Report on Emergency Communications and Their Utilizatk3007 October 2022
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Figure8

What redundancies/backups have your entity implemented for times when
the chosen communication method is unavailable or ineffective?

Method Responses Percent
Twowayradio 86 17%
Physicakignage 78 16%
Haveno backups 64 13%
Routenotification 48 10%
Traditionalmedia 46 9%
Massnotification cellular 42 8%
Massnotification landline 36 7%
Sociaimedia 36 7%
Publicaddressspeakerséirens 34 7%
Otherweb-basedapps 33 7%
Rely onother entities 29 6%
Word ofmouth 29 6%

Countiesg Twoway radio, public address speakers/sirens, route notification,
and word of mouth were the most used backup communication methods.

Independent school districts Two-way radio, traditional mediagther web-
basedapps, and social media were the most used backup communication
methods.

Municipalities¢ Twoway radio, public address speakers/sirens, and rely on
other entities were the most used backup communication methods.

Utilities ¢ Physical signage, route natition, traditional media, and mass
notification cellular were the most used backup communication methods.

Special purpose districtsThe most common response was having no backup

(39 responses). For those with backups, the most used backup communication
methods were route notification and ratyg on other entities.

| A Report on Emergency Communications and Their Utilizatk3007 October 2022
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How are contacts signed up to receive
notifications from the different emergency
communication methods?

Opt In. TheOpt Inmethodwas the most common wafpr
entities tosign up constituents to receive emergency
communications (see text box for descriptions of the
signup optiony Entities indicated that they sign up
constituents to receive emergency communication
through:

w

w

w

¢ KS S ydbditéi (@6pércent)
Social media (72 percent).

At registration (26 percent), especially for
independent school districispecial purpose
districts andutilities.

Readiness/preparedness events (19 percent),
especially focountiesand municipalities

Traditionmediasources such as:
o0 Television news (18 percent).
o Radio broadcasts (12 percent).

Informational materials/flyers (6 percent).

Page]| 12

Communication Signup Options

OptIn - Thesenatifications require
the constituent to sign up to
receive messages.

Automatically Included- These
notifications are emergency
communications sent to everyone
affected by the emergency. For
example, all people within the
radius of a cell tower might have
an alert pushed to their phones.

Opt Out - Thesenotifications
require the constituent to choose
not to receive the messages
(otherwise, they are automatically
signed up to receive messages).

Automatically Included TheAutomaticallylncludedmethodwas the second
most common communication option selected by respondéatsncluding
constituents to receive emergency communicatiofstities indicated that
they automatically sign up constituents to receive future emergency
communications:

T

When constituents register for services, such as school registration or

utility hookup (62 percent).

By identifying all applicable constituents (6 percent).

Through route notifications (such as door to door visits) (5 percent).

| A Report on Emergency Communications and Their Utilizatk3007 October 2022
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Opt Out. OptQut is not a commomethodused byentities. The most
commonly used method faspting outwas SMSkext, which 37 entities stated
they usedopt out for signing up contacts to receive notifications.

Gaps in Communication

What gaps has your entity identified in your emergency
communication methods, including who is not being reached
(e.g., groups or classes that are not effectively reached,
having accessible notifications, language and information
barriers, etc.)?

Figure9
(o)
32% -
None Identified
(selected most often by 17%
Utilities and SPDs) Outdated/Missing
Contact Information
(0]

/fq'h. 14A (selected most often by ISDs)
dt'g Access to Technology
) x) (selected most often

/ by Counties)

SENE)
11%
10% Language Barriers
Elderly/Disabled (selected most often by I1SDs)

(selected most often by
Counties and Municipalities)

8% o chrélll

Lack of Participation Internet Coverage
(selected most often by

(selected most often by
Counties and ISDs)

Municipalities)

Note: InFigure9, independent school districts are abbreviagsdSDs and special purpose districts are abbreviag®PDs.
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Disaster Communications During 2017 through 2021

Figurel0

During calendar years 2017 through 2021, please select types of disasters for
which your entity sent emergency communications to its constituents?

Disasters Responses Percent
Severeweatherevents 623 79%
Extendedutility outages 475 60%
Publichealth emergency 326 41%
Hurricane o other tropicalweatherevents 247 31%
Drought 133 17%
Fire 126 16%
Transportationinfrastructure 84 11%
Publicsafety or civil unrest 75 9%
Hazardouspill 41 5%
Cyberattacks 28 4%

From 2017 through 2021, severe weather events, winctudes winer

storms, flash flood watches or warnings, and tornado watches or warnings,
werethe type of disastefor which entities of all types most commonly sent
out emergencycommunications.

Countiesalso commonly reported a public health emergency during that time
period (which coincided with the COVID pandemic) with 80 percent
indicating they had issued communicatgfor that type of emergency.

Independent school districtslso commonly repoed a public health
emergency during that time period with 66 percent indicating they had issued
communicatiors for that type of emergency.

Nearly allutilities (94 percent) reported they issued emergency
communicatiors for extended utility outages dimg that time period.

| A Report on Emergency Communications and Their Utilizatk3007 October 2022
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Figurell

During calendar years 2017 6 2021, how often did your entity issue an
emergency communication for those events selected in the Figure 10?

\Y[o] (]
Was not 1-2 3-5 6-10 11-20 than 20

Response utilized times times times times times
Activeshooter 4 12 - - - -
Cyber attacks 4 13 7 1 -
Drought 25 74 12 3 1 5
Extendedutility outages 9 180 157 29 18 22
Fire 11 54 23 6 5 13
Hurricane o other tropical 5 81 56 69 6 11
weatherevents
Hazardouspill 6 17 6 5 1 -
Publichealth emergency 6 61 59 39 30 83
Publicsafety orcivil unrest 3 18 10 8 3 4
Severenveatherevents 10 135 156 142 a7 58
Transportationnfrastructure 4 18 22 15 7 6
Other 19 33 17 18 2 11

Countiesreported they issued communicatiomsostfrequentlyfor severe
weather events§0 percent) and public healteBmergencie$68 percent)during
calendaryears 2017 through 2021.

Countiesreported that they issued communicatiotsastfrequently for active
shooter (7 percent) and cyberattacks (9 percefu)ing calendar years 2017
through 2021.

Independent school districteported they issued communidgansmost
frequentlyfor severe weather events (81 percent), extended utility outages (56
percent), and public healtamergencieg51 percentduring calendar years

2017 through 2021.

Independent school districteported they issued communicatiotesast
frequently for drought (0 percent) and active shoatét percent)during
calendar years 2017 through 2021.

| A Report on Emergency Communications and Their Utilizatk3007 October 2022
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Municipalitiesreported they issued communicatiomsostfrequently for severe
weather events (6 percent)during calendar years 2017 through 2021.

Municipalitiesreported they issued communicatiotesastfrequently for active
shooters (2 percent) and public safety or civil unrest (3 percentjng calendar
years 2017 through 2021.

Special purpose districteported they issued communicatiomsostfrequently
for severe weather events (60 perceadt)ring calendar years 2017 through
2021.

Special purpose districteported they issued communicatiotesastfrequently
for public safety or civil unrest (1 percent) and cyberattacks or active sh{ter
percent)during calendar years 2017 through 2021.

Utilities reported they issued communicatiomsostfrequently for severe
weather events (74 percent) and extended utility outages (72 peraemihg
calendar years 2017 through 2021.

Utilities reported they issued communicationsastfrequently for active
shooters (0 percent) angublic safety or civil unrest (1 percemi)ring
calendar years 2017 through 2021.

Figurel2

Please select the specific disasters in whichyour entity issued emergency
communication.

Disasters Responses  Percent?
Hurricane Harvey (August 2017) 207 24%
Hurricane Imelda (September 2019) 108 13%
Winter Storm Uri (February 2021) 529 62%
Odessdhooting (August 31, 2019) 1 0%
Thelntercontinental Terminals Company Deer Park Fire (March 17, 2 10 1%
The Texas Petrochemicals Group Port NeéHastFire (November 27,

2019) 1 0%
None of the above 258 30%

4 Entities could select multiple disasters so the percentages willatak to 100 percent.
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Entity Feedback

What additional resources or tools would help improve
emergency communication with your ent

O O (‘a o O
& ))(ﬂ({ rl{n 5@& ﬂ[ﬂ rl{q ﬂu ﬂﬁ . ml& iﬂ{e AR @i

Equipment/Communication Tool Upgrades or Repairs

Backup System Needed

For theEquipment/Communication Tool Upgrades or
Repairdgn the chart above, entitiemost oftenspecified
other web-basedapps,two-way radio, publicaddress
speakersAirens,massnotification landline, and SM$#xt.
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